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This policy is for information on what do in the event of a personal data information security 
breach. It sets out what we need to consider in the event of a breach including, 
containment/recovery, course of action, risks, reporting and evaluation and resp onse.  
 
Overview  
As a school we process personal data so we must take appropriate measures against 
unauthorised or unlawful processing and against accidental loss, destruction of or damage to 
personal data.  
 
A personal data security breach can happen for a  number of reasons:  
 

● Loss  or the ft  of data  or e quipme nt  on which data  is  s tore d 
● Inappropriate  acce s s  cont rols  a llowing unauthoris e d use  
● Equipme nt  failure  
● Human e rror 
● Unfore se e n circumstance s , such as  a  fire  or flood 
● Hacking at t ack 
● ‘Blagging’ offe nce s  where  informat ion is  obtaine d by de ce iving the  school/e mploye e s   

 
It  is  the  duty of the  DP O or de s ignate d pe rson to comple te  the  Bre ach Manage me nt  P lan if a  
bre ach occurs . P le ase  se e  Bre ach Manage me nt  P lan for furthe r de tails .  
 
What is  a Personal Data Breach?  
A pe rsonal data  bre ach me ans  a  bre ach of s e curity le ading to the  accide ntal or unlawful 
de s t ruct ion, los s , a lt e rat ion, unauthoris e d disclosure  of, or acce s s  to , pe rsonal data . This  include s  
bre ache s  that  are  the  re sult  of both accide ntal and de libe rate  cause s . It  a lso me ans  that  a  bre ach 
is  more  than jus t  about  los ing pe rsonal data . 
 
P e rsonal data  bre ache s  can include : 

● acce s s  by an unauthorise d third party; 
● de libe rate  or accide ntal act ion (or inact ion) by a  cont rolle r or proce s sor; 
● se nding pe rsonal data  to  an incorre ct  re cipie nt ; 
● comput ing de vice s  containing pe rsonal data  be ing los t  or s tole n;  
● alte rat ion of pe rsonal data  without  pe rmis s ion; and 
● los s  of availability of pe rsonal data . 

 
A pe rsonal data  bre ach can be  broadly de fine d as  a  s e curity incident  that  has  affe cte d the  
confident ia lity, inte grity or availability of pe rsonal data . In short , the re  will be  a  pe rsonal data  
bre ach whe ne ve r any pe rsonal data  is  los t , de s t roye d, corrupte d or disclose d; if some one  
acce s se s  the  data  or pas se s  it  on without  prope r authorisa t ion; or if the  data  is  m ade  
unavailable  and this  unavailability has  a  s ignificant  ne gat ive  e ffe ct  on individuals . 
 
Types of breach  
Bre ache s  can be  cate goris e d according to the  following thre e  we ll-known informat ion se curity 
principle s :  
 

● “Confide nt ia lity bre ach” - whe re  the re  is  an unauthoris e d or accide ntal dis closure  of, or 
acce s s  to, pe rsonal data .  

● “Availability bre ach” - whe re  the re  is  an accidental or unauthoris e d loss  of acce s s  to , or 
de s t ruct ion of, pe rsonal data .  

● “Inte grity bre ach” - whe re  the re  is  an unauthoris e d or accide ntal a lt e rat ion of pe rsonal 
data .  



 
It  should also be  note d that , de pe nding on the  circums tance s , a  bre ach can conce rn 
confident ia lity, availability and inte grity of pe rsonal data  a t  the  s ame  t ime , as  we ll as  any 
combinat ion of the se . 
 
A bre ach can include  but  is  not  lim ite d to: 

● Loss /the ft  of a  pe rsonal de vice  whe re  s chool emails /data  is  acce s se d 
● Loss  of me mory s t ick 
● Email containing pe rsonal data  s e nt  to the  wrong re cipie nt 
● Accide ntally/unintent ionally clicking on a  ‘P hishing’ link within an e mail 

What to do if you identify a bre ach   

All staff are responsible for reporting actual, suspected, threatened or potential information 
security incidents and for assisting with investigations as required, particularly if urgent action 
must be taken to prevent further damage.  

You must notify your line manager as well as the Data Protection Officer on dpocentre.com  
 
You must give as much detail as possible about the breach including your name, department and 
date and time that t he breach was identified on the Data Incident Report form that can be found 
in Staff resources, forms for staff use.  

What breaches do  we need to notify the ICO about?  

When a personal data breach has occurred, we need to establish the likelihood and severit y of 
the resulting risk to people’s rights and freedoms. If it’s likely that there will be a risk then we 
must notify the ICO; if it’s unlikely then we don’t have to report it. However, if we decide we don’t 
need to report the breach, we need to be able to  justify this decision, so we need document it.  

In assessing risk to rights and freedoms, it’s important to focus on the potential negative 
consequences for individuals. Recital 85 of the GDPR explains that:  

“A personal data breach may, if not addressed in  an appropriate and timely manner, result in 
physical, material or non -material damage to natural persons such as loss of control over their 
personal data or limitation of their rights, discrimination, identity theft or fraud, financial loss, 
unauthorised reversal of pseudonymisation, damage to reputation, loss of confidentiality of 
personal data protected by professional secrecy or any other significant economic or social 
disadvantage to the natural person concerned.”  

This means that a breach can have a ra nge of adverse effects on individuals, which include 
emotional distress, and physical and material damage. Some personal data breaches will not lead 
to risks beyond possible inconvenience to those who need the data to do their job. Other 
breaches can signi ficantly affect individuals whose personal data has been compromised. We 
need to assess this case by case, looking at all relevant factors.  

So, on becoming aware of a breach, we should try to contain it and assess the potential adverse 
consequences for ind ividuals, based on how serious or substantial these are, and how likely they 
are to happen.  
 
We should ensure that you record all breaches, regardless of whether or not they need to be 
reported to the ICO.     
 
How much time do we have to report a breach?  
We must report a notifiable breach to the ICO without undue delay, but not later than 72 hours 
after becoming aware of it. If we take longer than this, we must give reasons for the delay.  

mailto:databreach@tringpark.com


Section II of the Article 29 Working Party Guidelines on personal dat a bre ach not ificat ion give s  
more  de tails  of whe n a  cont rolle r can be  cons ide re d to have  ‘be come  aware ’ of a  bre ach. 

What information must a breach notification to the supervisory authority contain?  

When reporting a breach we must provide:  

● a de script ion of the  nature  of the  pe rsonal data  bre ach including, whe re  poss ible :  
● the  cate gorie s  and approximate  numbe r of individuals  conce rne d; and 
● the  cate gorie s  and approximate  numbe r of pe rsonal data  re cords  conce rne d; 
● the  name  and contact  de tails  of the  data  prote ct ion office r or othe r contact  point  whe re  

more  informat ion can be  obtaine d; 
● a de script ion of the  like ly conse que nce s  of the  pe rsonal data  bre ach; and 
● a de script ion of the  me asure s  t ake n, or propose d to be  t ake n, to de al with the  pe rsonal 

data  bre ach, including, whe re  appropriate , the  me asure s  t ake n to mit igate  any poss ible  
adve rse  e ffe ct s . 

 

The  GDP R re cognise s  that  it  will not  a lways  be  poss ible  to inve s t igate  a  bre ach fully within 72 
hours  to unde rs tand e xact ly what  has  happe ned and what  ne e ds  to be  done  to mit igate  it . So 
Art ic le  3 4 (4 ) a llows  us  to  provide  the  re quire d informat ion in phase s , as  long as  this  is  done  
without  undue  furthe r de lay. 

Howe ve r, the  ICO e xpect  cont rolle rs  to priorit is e  the  inve s t igat ion, give  it  ade quate  re source s , 
and e xpe dite  it  urge nt ly. We  mus t  s t ill not ify the  ICO of the  bre ach whe n we  be come  aware  of it , 
and submit  furthe r informat ion as  soon as  pos s ible . If we  know we  won’t  be  able  to  provide  full 
de tails  within 72 hours , it  is  a  good ide a to e xplain the  de lay to the  ICO and te ll the m whe n we  
e xpe ct  to  submit  more  informat ion. 
 
How to notify a breach to the ICO  
 
The  ICO bre ach re port ing tool is  online , use  the  link be low to re port  a  bre ach.  
 
ht tps ://ico.org.uk/for-organisat ions /re port -a-bre ach 

When to tell individuals about a breach  

If a  bre ach is  like ly to re sult  in a  high risk to the  right s  and fre e doms  of individuals , the  GDP R says  
we  mus t  inform those  conce rne d dire ct ly and without  undue  de lay. In othe r words , this  should 
take  place  as  soon as  pos s ible . 

A ‘high risk’ me ans  the  thre shold for informing individuals  is  highe r than for not ifying the  ICO. We  
will ne e d to as se s s  both the  s e ve rity of the  potent ia l or actual impact  on individuals  as  a  re sult  of 
a  bre ach and the  like lihood of this  occurring. If the  impact  of the  bre ach is  more  s e ve re , the  risk is  
highe r; if the  like lihood of the  conse que nce s  is  gre ate r, the n again the  risk is  highe r. In such case s , 
we  will ne e d to prompt ly inform those  affe cte d, part icularly if the re  is  a  ne e d to mit igate  an 
imme diate  risk of damage  to the m. One  of the  main re asons  for informing individuals  is  to  he lp 
the m take  s te ps  to prote ct  the mse lve s  from the  e ffe ct s  of a  bre ach. 

If we  de cide  not  to not ify individuals , we  will s t ill ne e d to not ify the  ICO unle s s  we  can 
de mons t rate  that  the  bre ach is  unlike ly to re sult  in a  risk to right s  and fre e doms . We  should also 
re me mbe r that  the  ICO has  the  powe r to compe l us  to  inform affe cte d individuals  if the y cons ide r 
the re  is  a  high risk. In any e ve nt , we  should docume nt  your de cis ion-making proce s s  in line  with 
the  re quire me nts  of the  accountability principle . 

Information we must provide to individuals when telling them about a breach  

https://ico.org.uk/for-organisations/report-a-breach


We need to describe, in clear and plain language, the nature of the personal data breach and, at 
le as t : 

● the  name  and contact  de tails  of our data  prote ct ion office r or othe r contact  point  whe re  
more  informat ion can be  obtaine d; 

● a de script ion of the  like ly conse que nce s  of the  pe rsonal data  bre ach; and 
● a de script ion of the  me asure s  t ake n, or propose d to be  t ake n, to de al with the  pe rsonal 

data  bre ach and including, whe re  appropriate , of the  me asure s  t ake n to mit igate  any 
poss ible  adve rse  e ffe cts . 

What happens if we fail to notify?  

Failing to notify a bre ach when required to do so can result in a significant fine up to 10 million 
euros or 2 per cent of turnover. The fine can be combined by the ICO’s other corrective powers 
under Article 58.  
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